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the Invention This invention relates to
the automation of software updates.
Specifically, this invention relates to
reducing the rate of unauthorized
access to the distribution infrastructure
for an application program. 2.
Description of the Related Art Typically,
an application program (AP) distribution
server stores a set of update
information and allows users to
download the new update information.
The new version of the software is then
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transmitted to users by other entities,
such as retail outlets, through the
application program distribution server.
In addition to users, software vendors
and software distributors are often
among the entities to which the new
version of the software is transmitted.
There are various methods for
distributing the new version of the
application program. One method of
updating is to change the update
information file on the application
program distribution server. This
method causes all users who
downloaded the previous version of the
application program to execute the
application program again in order to
download the new update information
file. Another method of updating is to
change the file associated with the
application program distribution server.
This method requires the update
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information file to be transmitted to all
users through the application program
distribution server. Yet another method
is to make the change to the file which
resides on the application program
distribution server. This method does
not require the previous version of the
file to be transmitted to users, but
requires the updated file to be
downloaded through the application
program distribution server. A number
of difficulties are associated with the
foregoing methods. For example, an
inconvenience for users who may not
have a connection to a computer may
be associated with the transmission of
the new update information file to
users. In addition, a security risk may
be associated with the transmission of
the new update information file to
users. A further problem is the difficulty
In managing security risks associated
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with installing and updating an
application program in a network
environment. Therefore, a need exists
to improve the manner in which the
security risks associated with updating
an application program are addressed.
The problems noted above are in large
part addressed by a method of
automatically distributing application
program update information for an
application program to users in a
network environment. The method
allows an application program to be
updated in a safe and controlled
manner. Broadly speaking, the present
invention fills these needs by providing
a method of automatically distributing
application program update information
for an application program. An update
file for the application program
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